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EU CRABO| A(27E2) Al CE REDY AOIHEQH x3k2 A5 H7IE OIFYUC CRAZO0| CE

REDEL HIQARIO| O ZX0|H, ME2 M| 337 IE Zelet EtR7ARE Hl USLIE.

X CRAE MiE A 2I0|Z AMOI2 FEFIRE S/1ER, HRR| § Heho|H, CE RED= MZO0| AR
SN AEGESY M1 3 ez = + US

% CE RED, CRA= Y= Hdotle A2z CE RED+FIIXE=CRAZ = = US

Q4) CCTVE =0 ToKsta{ st omst CE Xghd FIIE #Otof stte?

v jst @ CE X|&g XMEsX| 12I5}17|(Identifying applicable EU directives)

2MEH|X|E(RE Directive 2014/53/EU) : Wi-Fi, Bluetooth S92 £47|50| Z&t
— 7|ERF Al 0]/ loT 7|7| AfO|HHEQE W7} o|F 5t

« MXHt X|Z(EMC Directive 2014/30/EU) : EMIt EMS HAE & ZQ

o NFL XIE(LVD 2014/35/EU) : 5OVHA1000V AC FE=75V0AM1500V DC BP9 MYUC=Z Xzol=

5 -

9l

H
« Q=2 HSH X|E(RoHS) © ™At HEO| Z&teE Q6HESE A
™7 | MXHEKX|Z(WEEEDirective 2012/19/EU, SYUSIEU 3|8¥=2)

v CE XIFO| w2t ®MESo| MEaioF & ER7Ae HE BHES MENSH|(Selecting relevantsafety
standards)

« T7|QFH(LVD)  EN 62368-1(T17I2tF), EN 60529(&ESS=

« EMC EN 55032 (ZEID|C]O{ &H| 2FAD, EN 55035 (Li4), EN 61000-3-2/3-3

- 2M(RF) EN 301 489-1, EN 301 489-17 (EMC 2H47|7]), EN 300 328 (2.4GHz), EN 301

893(5GHz)
« AO[HEOHEZEZ|E @ EN 18031-1, EN 18031-2,
+ RlIEE(RoHS) © EN IEC 63000 (2237

- 72| 3: 1T & SM7|7|(IT and telecommunications equipment)
- 22 9: Z2UEZE 2 KO 7|7|(Monitoring and control instruments including industrial

monitoring and control instruments)

Pl

|'7|

- 4ok NEWEEE) HE 2 XY S5 2|2l
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~ FHE[a] 2: 232, U 2 100cm? 09 SHS matst= aH| (L 7150] L= CCTVe| 29)
- FHEITE) 5: A% AHIB (8 K47t 50cm 0[5 A& CCTV)
- FHEITR] 6: AF IT Y HEEMAH| (YEYT 7|S0| UL IP 7t 5)

0@

v NMEAEIIIZNBIS RI(QE NANDO AIABIOIA ZM) MSHYHIPEAL AlA|(Notified body
assessment)

- https://webgate.ec.europa.eu/single-market-compliance-space/notified-bodies

vV HE ARAEEEEEI R, MEEEIPE AN ) = KAARYAGH |(External or

internal lab testing)

SR ENEES T

[ N

o
- NANDO Mgtd &P |8 222 o=XA 29

r

SHRIRIT KT £2/(02-6240-4770 E="312QIQSK [T ZA)

v 7|&2M DHE7|(Compilation of technical documentation)

« MIZ7HL(A general description of the product).

« HE OXRIAAE, BE 9 3|2 HiX|=(Conceptual product design and manufacturing drawings
and, where appropriate, schemes of components, circuits, etc).

« HMECOXRL MAZS o & £ U= HAMAM(Descriptions and explanations needed for the

understanding of those drawings and schemes.)

« M5t ASHHE E= H|ZS HE(A list of theharmonized and non-harmonized standardsapplied in
full or in part during the conformity assessment process).

o ASMHN 9 2| AFII}L M (Test reports and risk assessment file).

o MIE QA0 Chst MEEmIF 2 Copies of conformity documentation for critical product components.

« AF8M™NInstructions for use.

* DoC2XMA copy of theDeclaration of Conformity.

« OSA E=B+C E=H HXOOENB MEIIEM(A copy of the EU type-examination certificate

according to module A or B+C or H)
v'DoC MAN 245 |(Creation of a Declaration of Conformity)

vHEN CE HAlotkd, & 244 £0]7|(Product marking and labelling)

Qb) 25 8 1¢ O|H0 R FU(EE RSA 1 )0 YL=HY A= MF ER= CE
RED AO|HEQIS MEolOF 5tiQ?

Hl, EU RED XIEOIIM “S20K = Cf OBl(placing on the market)'2 oiE MZE0| == EU ZHEH
(EEA) U0l 22(E= QD)0 SEU0| TIQSH= £EQ| AE(‘making available on the market) S 20|
ofl USLIC

2P 20254 8% 1 OFF0)| 0|0 REER! (= RSA &1 )0 LU= U= 2 0[0] A0
ZA|=l (placed on the market) 292 £ %= QIOH
FEHR! A0 = HHE, 2025 88 1Y 0|0 MEA o= 2A S0IM EUZ '+FEH0 S02e=

=30| ALY, ol =2 20253 82 12 0|20 A0 222 S5 He A= HOF AOHERH @715
SZoH0F ol= A= WHELD.
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SFRQIEUIRISH, 2023, EUS| CIX|E 0|2 7152 28t AO|HEHCybersecurity) &afat AAHE

EU Commission, EN 18031-1:2024, Common security requirements for radio equipment.
Internet connected radio equipment

EU Commission, EN 18031-2:2024, Common security requirements for radio equipment. Radio
equipment processing data, namely Internet connected radio equipment, childcare radio
equipment, toys radio equipment and wearable radio equipment

EU Commission, EN 18031-3:2024, Common security requirements for radio equipment.
Internet connected radio equipment processing virtual money or monetary value

EU Commission, GUIDANCE ON THE APPLICATION OF THE HARMONISED STANDARDS
SERIES EN 18031:2024 IN SUPPORT OF COMMISSION DELEGATED REGULATION 2022/30
Directive 2014/53/EU : Radio Equipment Directive (RED) (MI3ZX H[3g (d), (e), ()
Commission Delegated Regulation (EU) 2022/30 supplements the Radio Equipment
Directive (RED) by introducing cybersecurity, personal data privacy, and fraud protection
requirements for certain radio equipment @ EXZM7|7|0] Cgt AO|HEQ JHQIMEEHS QHZE
2s J|F

Commission Delegated Regulation (EU) 2023/2444: Commission Delegated Regulation
(EU) 2022/30 80| Mg FM717] BRQTARNAO[HER) MZnh 2EAE At 71 AlRYY HATHE
Guide to the Radio Equipment Directive 2014/53/EU
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EN 18031-1

a) 2|7, 282 &

g) 20/ Zmc AlAn/F &

H =
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=
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4.1 FMHEH
= AARD AR
J= 9) Bluetooth 4.0 BLE
HIHEZ
. V| asus o a5 | o) 2oEL HoEC o3
Bluetoo -
th DHHS d)) KISA-CC2540
SHEE H|ZAL a) KTKT
HANH HHA a) v21.3
4.2 LS
= A AR AJE
HE 0)) Ehternet : IEEE 802.3
0) Ehternet
AL 3 T a) 1LS 1.2
5. 2YAN M=
-2 PNESZI NS
. OSdY a)) CentOS
o) Linux
= P} q) 7.14
-2 -2 A AE AR
ﬁEE%lO‘I 1(_)[_34 07/) Linux 7/Ef /4,0,0. 5?3‘75
= - &4 E210/H app.
(mIo], HE OS7[Ht 0iZ2/A 01, | ZEHO App
Z2HY App,S) . B3| AMHA DB
7 SSHE(R10) a) C JAVA
%) Atmel A} A& SDK 3.24
pok=1 X e mer
18 SDK HE (MCU H8) NE EHE : AT Studio 5.8
OfEA[ -
xx SW 3rd Party 2/0[222] AR G2 o) Z22tEL! - OpenSSL 1.1.7e

M=

aq) g2} : Crypto++® Library 8.2
9) DB : SQLite .31.1

sS4 E= SW HH

al) HW AtSfnf &2

X EXEE0|N EXol7] e AEEE HRY),

(=18 A) 2fol=al2] &
ALI0|E A EO/E At FOTA, SD 7= 08 EIE/0/E
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6. ATEQH F&

7. Ho|y &

7.1 +=HH[O|E]

A X|
Ty

ox

2

HIOIE]

o) 2&5<

=

M

q) £&£ =& LHo/H

7.2 XEUIOE]

SCL]

HIOIE]

0| I

o) ¥=3k X
(AES-128-CBC)

q) =7 M=

7.3 ®AL0|H

H

Ot

72t

HIOlE]

o) AlHIE -) A

q) S&L0/E
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8. 7|17| 2¥&4
8.1 717] 2I&H (HIEYZ 74T)

ClHZ ZE
(RS232)

F27

8.2 717| 2F EAHAIBA 215, 717| 2 25, HIO|F H& S SLUEX OGE 229)

=zl SE (e]
B A3 FE2 ¢
{ 3 h 1
{ Host A ‘ Li-A J [ LLB | [ HostB
J J
|
Step 1: Setup Devica A to (nitiste 2 connection using RPAs
Setup Device B o send adverts using RPAs
LE it et Mk i = IE i Evard bk
G Cipd Cirs imvae Clwsphis
LE v e b kg Lint | g LE i Dk s Fleiviong Link
L o Corplids Cors vl Kiophiis -
LE i Avirirecs: Flasuiuton E i LE Sa Awiraa
e o] Chwpiid o il Ciopsbecis = |
LE Cassi Corwsacen LE il uhywit g P
- -+
i B Corm v Lol
E A bty Ersabia
X} oO|= -—
AR} 915 e
AD_DIRECT_ G
[C= i
E= 7P ¢

Resohe Advd RPA
= Resolve InitA RPA
S

Use Advt RPA
Generate InitA RPA

ro

CORRECT_ING

‘Werify AdvA RPA
Resclve InitA RPA

LE Erfumcad Cwme o Cimoplili |

| LE Ertme s don Corspi

Do Poinsd (Guarwnd PO

% Dt Pl s PELS

Dt Proinal st L

-

D P el PELE

-

Figure 5.4: iniiating a connection using direcfed adverfising with Privacy
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1. SIERI0 Al

2 AAE] AL
Main MCU O) 225 : STM32F103
(RF SoC &) ) At : ARM cortex M4
2|F Memory %) Flash Memory 1GB
Storage %) HDD 20GB

a) Micro USB : &X1&

7171 @5 2UE|H|0[A
q) sp 7t= =& . gHo/E

g)) JTAG : Bfol O2Z2E U C/HZ

7171 g QUIHHO[A
a) UART . C/H &

2. 77| Y&

2.1 PCB EE & ZE 3l T AlH
X AJEHE PCB HE YOl EXEs BE EE Y HEO 03 YEa ofm SEK H0 e

a)
PCB Top
a)
PCB
Bottom

2.2 Y& QIHEO0|A S

ZE, I Hs

L= o] 82X
(ZE AE) o= LR

=

a) cjA g H

a) Lep AZ H F4 M 25 AZ &

ay) J8
Of) UART ZE : [JHZ =2 1F 2I0/5}7] £/gt ZE

2.3 PCB 32 M7 A
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